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Purpose.   This point paper discusses the rules that apply when a former Air Force employee (military or civilian) asks you for information, or for some type of official Air Force action.





Restrictions on releasing information.  There are several laws that restrict YOU, as an Air Force employee, from releasing information.  If a former Air Force employee asks you for information, make sure any disclosure of information would not violate the following rules. These rules apply to Air Force officers, enlisted personnel and civilian employees.





--	Non-public information.  Employees may not disclose “non-public information” to further the private interests of any individual, company or organization.  [5 CFR 2635.703(a)]  “Non-public information” means information that the employee gains by reason of Federal employment and that he knows (or reasonably should know) has not been made available to the general public.  [5 CFR 2635.703(b)]





--	Acquisition-related information.  “A high level of business security must be maintained in order to preserve the integrity of the acquisition process.”  [FAR 5.401(a)]  Employees participating in the acquisition process may not disclose:  (1)  information on plans that would provide undue or discriminatory advantage to private or personal interests,  (2) information received in confidence from an offeror,  (3)  information otherwise requiring protection under the Freedom of Information Act or the Privacy Act,  or  (4)  information pertaining to internal agency communications (e.g., technical reviews, contracting authority or other reasons, or recommendations referring thereto).  [FAR 5.401(b) & (c)] Also, information concerning a proposed acquisition may not be released in a manner that gives one prospective bidder an unfair advantage over another.  [See FAR 14.211]





--	Information related to a source selection.  Employees may not disclose contractor bid or proposal information or source selection information.  [41 USC 423(a), (f)(1), (f)(2); FAR 3.104-4(a)]  [Note: This is information that is related to a specific source selection.]





--	Trade Secrets Act.  The Trade Secrets Act states that, unless authorized by law, an employee may not publish or disclose any information (1) that comes to him in the course of his employment or official duties, and (2) that concerns or relates to the trade secrets, processes, operations, style of work, or apparatus, or to the identity, confidential statistical data, amount or source of any income, profits, losses, or expen-ditures of any person, firm, partnership, corporation, or association.  [18 USC 1905]





Post-government employment restrictions.  There are several Federal laws that place restrictions on what Federal employees may do after they leave government service.  The Joint Ethics Regulation (JER), DoD 5500.7-R, states that current DoD employees shall not knowingly deal, on behalf of the government, with former DoD employees, if the former employee’s participation in the transaction would violate any statute, or DoD directive, regulation or policy.  [JER para. 9-900]  Thus, you should not deal with a former employee if you believe that doing so would cause that person to violate one of the following rules.





--	Ban on representation during terminal leave.  Military officers and Federal civilian employees are prohibited from representing any person, company or organization (other than the U.S.) before the Air Force or any other Federal agency.  [18 USC 203 & 205]  The ban does not apply to enlisted personnel.  However, it does apply to officers who are on terminal leave.  Thus, for example, if an officer on terminal leave contacts you, and she is acting on behalf of a contractor, you should not deal with that officer.





--	Lifetime representation ban.  Military officers and Federal civilian employees who participate personally and substantially in a government contract or other particular matter are prohibited for life from representing the contractor (or any other third party) before the Air Force or any other Federal agency, in connection with that contract or matter.  [18 USC 207(a)(1)]  The ban does not apply to enlisted personnel.  This ban would apply, for example, to a person who is the contracting officer on a government contract, who retires and goes to work for the contractor, and who then wants to represent the contractor at a meeting with Air Force officials on that same contract. 





--	2-year representation ban.  Military officers and Federal civilian employees who have a contract or other particular matter under their official responsibility during their last year in the government may not, for 2 years, represent the contractor (or any other third party) before the Air Force or any other Federal agency, in connection with that contract or matter.  [18 USC 207(a)(2)]  The ban does not apply to enlisted personnel.  It would apply to a retired officer who wants to represent a company on a contract that was under his official responsibility during his last year in the government.





--	1-year no contact rule.  Air Force General Officers, and SES members who are ES-6 or ES-5, may not, for 1 year after leaving the government, contact any Air Force employee, on behalf of a third party, in connection with any matter on which the third party seeks official action by the Air Force.  [18 USC 207(c)]  However, if a retired General asks you to do something in your personal capacity, the law is not violated.





--	1-year ban regarding foreign entities.  Air Force General Officers & SES members who are ES-6 or ES-5 may not, for 1 year after leaving the government:  (1)  represent a foreign govt. or foreign political party before any US Govt. agency with intent to influence a decision by that agency, or (2) aid or advise a foreign govt. or foreign poli-tical party with intent to influence a decision by a US Govt. agency.  [18 USC 207(f)]
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